
Implementation of an Integrated 
Cheminformatics System at RTI: Fine 

Grained Security

Private Data Vaults(Lab)

PostDoc-Entry

ChemAxon Properties Found in IJC.
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Challenges

• Implementation of an Institutional compound 
registration system for mining 50-years of GPCR 
structural/synthetic-scheme/bioanalytical data 
against diverse targets.

• Import data from sources as diverse as IJC, Microsoft 
Filemaker PRO, Excel spreadsheets, and PAPER!

• Replace out of the box DeltaSoft access/permissions 
with fine-grained security based on roles in the 
institution, lab and collaboration status. Collaborator 
access must be based on project-level granularity.
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Before-customization….
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Institutional  Database

Prior to customization ---all your structural/ synthesis/ 
bioassay/analytical  data would have been in ONE big 
‘pot’ . All data seen by all employees. Violates CDA’s with 
external clients and offer’s insufficient protection for 
internal intellectual authorship and IP.

DatabaseDatabase



Role Based Permissions

Execs-See All-Do All

PI’s can 
administrate their 

own Data

Postdocs

Submit to

PI’s
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Can View All 
Search All Data 
Cross-Project

Can submit 
data to the 
Institution

Read-only 
access on 
Projects 

Within Their 
Lab



Roles within Institution

• PostDocs/Students: 

– Allow viewing of data based on their lab membership

– Allow them to input structural/bioanalytical/bioassay 
data for review by PI prior to committing data for 
compound registration and bioassay recording.

• PI’s early on can act as lab-compound registrar to 
facilitate getting data in rapidly.

• PI’s can see all data within their lab and data on 
shared projects.
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Institutional  Database

After Customization: DataVaults
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BBAL HS IC JT SR RM

The institute data base now is comprised of several separate 
datavaults---with ‘movable boundaries’ in the sense that 
collaborations (arrows) that are Project-Specific (not whole  
–lab data sharing) can be set up –to share information.

PI-1990 #1 … PI-1997 #117

YZ

collaboration
collaboration



By Introducing a Views and Triggers we Customized 
Access to both View and Review Data
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CREATE OR REPLACE FORCE VIEW project_view_pi
AS

SELECT  *
FROM chemregrti.project

WHERE UPPER (active) = 'Y'
AND project.pi_group IN (SELECT personnel.pi_group

FROM personnel
WHERE username = USER)

ORDER BY project_name;

CREATE OR REPLACE TRIGGER chemreg_document_trg_upd before 
update ON CHEMREG_DOCUMENTS referencing old as old new as new
for each row
begin

IF DBMS_SESSION.IS_ROLE_ENABLED ('chemreg_flag') THEN
raise_application_error (-20001, 'User is not allowed to commit 

the insert.');
END IF; 

Example of a Trigger-
Restricting Registration 

to PI’s or a Registrar 
Based on Roles.

Example of a View-
Restricting Access to Shared 

Data Based on Personnel 
Listings in Project-

Collaboration Tables.



NEW-PERSONNEL/PROJECT-ID-FILTER
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A User in the group 
defined by your PI initials 
can view your data sets.

NEW

New: Access 
to your data 
is now 
determined 
by whether a 
listed user is 
recorded as 
being in your 
PI group.



Or if they are PI collaborators and are listed with the same project number in 
the Project Administration Table- they can also update/insert or delete 

compounds and biodata.
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Scott and Ronnie are collaborating on Apelin project as co-PI’s…. Therefore they both 



Different Privileges…..for 
Collaborations of different types
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•Example: Either Scott and Ronnie, with the same Project # for Apelin---could 
have the same Privileges on the Apelin Project if I enter the PROJECT NO with 
both their Initials on the PI/GROUP column –then they both have 
Insert/Update/Select/Delete privileges on the Project/Compound/Bioassay 
Registrations.
•or, Ronnie as a collaborator could just be granted an overriding PI Role and 
Scott might have collaborator privileges analogous to the privileges accorded 
PostDocs (i.e. can select/read but not insert/update/delete a record on the 
project). 

RM                 SR
S/U/I/D      S/U/I/D

Collaborators as “Co-PI” Collaborators PI and co-investigator

TYPE I TYPE II



Permissions Based on Roles/Projects/Lab 
Membership/Collaborations:PostDocs-Admins (Read-Only)-submitted data 
entered go to the PI who inspects and commits to their data vault and the 

institutional database
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BBAL HS IC JT SR RM YZ
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Or the PI or PostDoc/Admin will submit to a Registrar who determines 
whether minimum criteria for registration have been met and then 

commits the compound data to the PI’s datavault
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Current (revised-ChemCart) paths to 
compound registration.

9/13/2011 Danni Harris 13

SUBMITTER
ROLE:

PI
POSTDOC/Assistant 

in a PI’s LAB
REGISTRAR

co
m

m
it

Registrar
Review

Data
base

Su
b

m
it

ToR
egistrar

co
m

m
it

Registrar
review

Save D
raft 

to
 yo

u
r P

I

PI review

co
m

m
it

co
m

m
it

PI/Registrar POST-REGISTRATION CORRECTIONS POST-REGISTRATION CORRECTIONS

NEWNEW



ChemAxon Properties

• Marvin Applets
• Marvin Beans
• JChemBase
• JChemCartridge
• Standardizer
• Structure Search
• Partitioning Plugin Group(log P/logD)
• Refractivity Plugin
• HBDA Plugin(Donor/Acceptor)
• Structure to Name Plugin
• Protonation(pKa/Microspecies)
• Geometry
• Name to Structure
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Within Marvin…. You can evaluate many other details 
from within ChemCart

9/13/2011 Danni Harris 15



Rapid Retrieval of ChemAxon
Informatic Properties via SQL Calls.
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http://www.chemaxon.com/jchem/doc/dev/cartridge/



Adding Chemical Knowledge to Products Based 
on the Oracle Platform.

• “JChem Cartridge” adds chemical information 
to the database. You can search data by 
structure, substructure and similarity through 
extensions to Oracle's native SQL language. 
Chemical data can be easily inserted and 
modified using SQL procedures of the JChem
Cartridge. “
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Simple Calls within the API Retrieve 
Licensed Properties.

• FUNCTION GET_SMILES(orig Blob) return Varchar2 is vName Varchar2(4000);
• tmpBlob Blob;
• emptyBlob Blob;
• Begin
•

• tmpBlob:=jcf.molconvertb(orig,'SMILES',emptyBlob);
• vName:=utl_raw.CAST_TO_VARCHAR2(tmpBlob);
• return (vName);
• EXCEPTION
• WHEN OTHERS THEN
• vName:=null;
• RETURN(vName);
• End;  
• FUNCTION GET_INCHI(orig Blob) return Varchar2 is vName Varchar2(4000);
• tmpBlob Blob;
• emptyBlob Blob;
• Begin
•

• tmpBlob:=jcf.molconvertb(orig,'INCHI:AuxNone',emptyBlob); -- without AuxInfo
• -- tmpBlob:=jcf.molconvertb(orig,'INCHI',emptyBlob);  with AuxInfo
• vName:=utl_raw.CAST_TO_VARCHAR2(tmpBlob);
• return (vName);
• EXCEPTION
• WHEN OTHERS THEN
• vName:=null;
• RETURN(vName);
• End;  
• FUNCTION GET_INCHIKEY(orig Blob) return Varchar2 is vName Varchar2(4000);
• tmpBlob Blob;
• emptyBlob Blob;
• Begin
•

• tmpBlob:=jcf.molconvertb(orig,'INCHIKEY',emptyBlob);
• vName:=utl_raw.CAST_TO_VARCHAR2(tmpBlob);
• return (vName);
• EXCEPTION
• WHEN OTHERS THEN
• vName:=null;
• RETURN(vName);
• End;
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Cartridge API
jc_evaluate (logp, logd, psa, acceptorCount, 
donorCount, charge, etc.) 



Upon Registration(properties)
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‘Program’ other metrics based on ChemAxon
Properties: e.g. Clark BB Model.
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Case Studies GPCR Targets
(cross correlations from recently 

deorphanized receptors)
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Institute-wide(50 year depth)
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(disclaimer—this is not RTI 
data—but it could be!)



Summary

• ChemCart has now been revised to:
– Give Lab-Privacy over their data-vaults.
– Access permission to lab data based on PI-group membership or 

‘stated’ collaborations.
– Collaborations can be many flavors(co-equal edit or one or more 

‘read-only’).
– PostDoc/Admin role’s have been generated and their permissions 

limited to read-only and submit data to PI or Registrar.
– ChemAxon properties are now available in ChemCart-some are 

autopopulated upon compound registration-more may be added to PI 
customized forms.

– Fast Import Option of IJC SDF files.

• Facile Cross Target Searches Across Lab/Target/Chemical Space.
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